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The Cymulate best practices for web gateway security validation 

include broad spectrum assessments for:

Malicious payload files used in the inbound validation tests should be 

detectable as malicious by the web gateway. These tests are 

production-safe and will not cause harm to your environment.

Inbound Validation

e Payloads (Files): Test files 

that mimic malicious 

behavior of ransomware, 

worms, trojans, botnets, and 

other payloads downloaded 

over HTTPSj

e File Policies: Test for the 

detection of different file 

types like zip files, batch files, 

script files that the 

organization wishes to block 

users from downloading.

Outbound Validation

e Malicious Links: Test against 

a complete list of IP addresses 

and URLs associated with 

phishing and command and 

control activityj

e URL Category Policies: Test 

access to certain categories 

of objectionable websites and 

inappropriate content 

(gambling, pornography, 

terrorism, etc.) are blocked by 

the web gateway.

Web 
Gateway

Securing web gateways is 

 and blocking 

malicious websites and objectionable 

content from various web-based threats. 

crucial for 

protecting organizations

Security Validation Best Practices

9
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The Cymulate best practices for web application firewall 

assessments include:

O SQL Injection: Test for SQL 

injection attacks using crafted 

payloads to inject malicious 

database commands (SQL 

code) into an application on 

the webJ

O NoSQL Injection: Test for  

attacks involving injecting code 

into commands for databases 

that don't use SQL queries, such 

as MongoDBJ

O Command Injection: Test when 

an application passes unsafe 

user-supplied data, such as 

forms, cookies, or HTTP headers, 

to a system shellJ

O XML Injection: Test for attacks 

that manipulate or 

compromise the logic of an 

XML application or serviceJ

O File Inclusion: Test for crafted 

payloads that have the 

potential to lead to remote 

code execution on the web 

server hosting the application.

O Cross-Site Scripting (XSS): 

Test for the injection of client-

side scripts into web pages 

viewed by other users, 

potentially enabling attackers 

to steal sensitive informationJ

O Server-Side Request Forgery 

(SSRF): Test for the SSRF 

vulnerability that allows an 

attacker to induce a server-

side application to make HTTP 

requests to an arbitrary 

domain of the attacker's 

choosingJ

O Path (Directory) Traversal: 

Test for access to files and 

directories stored outside the 

web root folderJ

O WAF Bypass: Test for 

obfuscation techniques being 

used to disguise malicious 

payloads and bypass the web 

app firewall.

Web App 
Firewall

Web application attacks have become 

 and pose a 

significant threat to organizations. With 

the rise of these threats, it is imperative 

that organizations implement robust 

security measures to protect their web 

applications. 

increasingly common

Security Validation Best Practices

11
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Endpoint security solutions include both antivirus (Known Malicious File) 

and EDR: Endpoint Detection & Response (Malicious Behavior). The 

Cymulate best practices for endpoint security validation cover both  

antivirus and EDR solutions with:

Plus:

Endpoint 
Security

Security Validation Best Practices

Endpoint security controls are 

, especially 

malicious payloads that manage to 

evade detection by the email and web 

gateways and the web app firewalls.

critical to 

stopping breaches

� Known Malicious Files: Test 

for known malware samples 

written to disk without 

execution to validate the 

antivirus response.

� Rootkits: Test for unusual 

system behaviors that likely 

indicate the existence of a 

rootkit (collection of malicious 

payloads) to check the 

integrity of system filesÅ

� DLL Side-Loading: Test for the 

misuse of trusted 

applications used by 

attackers to load malicious 

versions of application DLLs.

� Malicious Behaviors: Test for 

attacks that simulate 

adversary behaviors using 

common malware types 

(ransomware, worms, trojans) 

and execution methods.

� Code Injection: Test for the 

injection of malicious code 

into input fields of trusted 

applications running on 

endpoints.

13
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The Cymulate best practices for cloud security validation use a wide 

variety of tactics and techniques across the Cloud MITRE ATT&CK 

framework, for example:

Cloud workloads can also be validated using Cymulate, for example 

Windows virtual machines (VMs) running in cloud can be validated 

using the Endpoint Security module and a cloud web application firewall 

can be validated using the Web Application Firewall module in the 

Cymulate platform.

Cloud 
Security

Security Validation Best Practices

Cloud has become the 

 as threat actors 

turn their attention to exploiting cloud 

platforms. Common cloud 

misconfigurations are the root cause of 

many cloud data breaches, requiring 

continuous validation given the very 

dynamic nature of a cloud environment.

latest frontier in 

the threat landscape

¡ Initial Access: Exploit public-

facing applications, misuse of 

valid accounts, public / 

anonymous access granted�

¡ Execution: Cloud admin 

command execution, 

suspicious file downloads 

terminate processes, create 

containers�

¡ Persistence: Account 

manipulation, account 

takeover, exploit useradd�

¡ Privilege Escalation: Create 

high-privilege roles, create 

privileged containers, host 

path mount.

¡ Defense Evasion: Clear history 

files, delete events, disable 

logging, create cloud 

instance�

¡ Credential Access: Credential 

dumping, list secrets, access 

credentials in config files�

¡ Discovery: Discover cloud 

infrastructure, discover cloud 

groups, remote system 

discovery, host network 

access�

¡ Lateral Movement: Remote 

service abuse, deploy 

software tools.

15
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The Cymulate platform integrates with your SEIM to validate that 

events are captured in the SIEM and alerts are generated to notify 

security analysts, threat hunters, and incident responders of the threat 

activity taking place. The Cymulate best practices for validating SIEM 

observability include test cases from:

Sigma Rules

The Cymulate platform provides security analysts with Sigma Rules 

and enables the analyst to generate detection rules for their specific 

SIEM technology. These rules can be copied from the Cymulate 

platform into your SIEM configuration to enhance detection and 

alerting of malicious behaviors.

SIEM 
Observability

Security Validation Best Practices

x Immediate Threats

� Known malicious files written to dis�

� Email attachments with malicious code executio�

� Outbound traffic to a malicious lin�

� Code execution file downloads from trusted sources

x Endpoint Security Detection�

x Cloud Security Detection�

x Other Advanced Scenarios

SIEM event logging and 

observability is a 

 for the correlation and 

alerting of malicious behaviors. 

critical 

control
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The Cymulate best practices for security validation of immediate 

threats includes Auto Run for validation tests for all new threats and 

notifications through email when you have exposure to a threat.

Immediate 
Threats

Threat actors are constantly devising 

new tactics and techniques to exploit 

the latest vulnerabilities and gain 

unauthorized access to your network. 

 and 

represent an immediate threat to the 

security controls of your organization.

These new threats emerge daily

Security Validation Best Practices

� Emerging Threats: Test for 

exposure to the latest 

immediate threats identified 

by trusted cybersecurity 

community threat 

intelligence sources.

� Attack Vectors: Tests should 

include validation of your email 

gateway, web gateway, and 

endpoint security to determine 

if compensating controls can 

detect and block the attack.
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Cymulate best practices for full kill-chain attack validation include 

example scenarios for specific threat groups like:

Full Kill-Chain 
Attacks

Full kill-chain attacks simulate 

Advanced Persistent Threat (APT) 

groups and the sophisticated 

techniques they use to 

 

for extended periods of time.

gain access to 

a network and remain undiscovered

Security Validation Best Practices

� Cobalt Group (APT29): Simulation 

of an APT attack technique that 

sends email to deliver Cobalt 

Strike payloads to download and 

create a scheduled task that runs 

a remote key ransomware to 

encrypt filess

� OceanLotus (APT32): Simulation 

of an APT attack technique that 

sends email with a malicious link 

that downloads a MSHTA 

application that executes a trojan 

to exfiltrate data.

� Refined Kitten (APT33): 

Simulation of an APT attack 

technique using excel with an 

embedded macro to establish 

persistence and use LaZagne 

tool to extract credentialss

� Lazarus Group (APT38): 

Simulation of an APT attack 

technique that downloads a 

malicious DLL file that executes 

a trojan to exfiltrate data.

28

Full Kill-Chain Scenarios (Examples)
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These red team / blue team exercises go beyond traditional tabletop 

exercises with production-safe simulations of real-life attack 

scenarios in a purple teaming exercise that validates advanced APT 

scenarios. Cymulate best practices for SOC validation exercises 

include examples of highly prevalent threat groups using specific 

attacks like:

SOC 
Exercises

SOC exercises are used to 

 playbooks using full 

kill-chain scenarios for common threat 

group attacks.

validate 

security processes, policies, and 

incident response

Security Validation Best Practices

Full Kill-Chain Scenarios (Examples)

� Lockbit 2.0: An advanced and 

highly effective ransomware 

variant that exfiltrates sensitive 

data and encrypts files, making 

them inaccessible without a 

decryption key�

� Qakbot: A highly sophisticated 

banking trojan designed to 

steal banking credentials and 

financial data.

� Ryuk: A sophisticated 

ransomware simulation that 

has been involved in 

numerous high-profile 

cyberattacks targeting critical 

sectors like healthcare, 

government, and education�

� Lokibot: A type of malware 

that targets the Windows OS 

and is known for stealing 

credentials and other 

sensitive data.
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The Rise of Purple Teaming 
in Offensive Strategies

The Cymulate platform is a catalyst for Purple 

Teaming and the integration of offensive (Red 

Team) and defensive (Blue Team) strategies, 

creating a more holistic approach to validate 

controls, threats, and response.

Source: Gartner – Key Objectives of Blue, Red and Purple Teams

Offensive Testing
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