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Raphael explained that Banco PAN uses Cymulate to:

Benchmark and measure cybersecurity performance over time

“We use the Cymulate risk score to benchmark our cybersecurity efficacy and security control performance.
It enables 

us to create KPIs and a common goal to work towards. We also use these metrics to report our
cyber risk score to the 

Brazilian Central Bank.”

Continuously assess and optimize security controls

“Cymulate allows us to see if we need to fine-tune the controls we already have, replace a control or add
another 

control to our security stack. If we do add a new control, it helps us tune it to perfection and ensure it
continues doing 

its job as time passes.”

Automate assessments to test against lateral movement

“The Cymulate network pen testing capability (Hopper) continuously helps us see where we have gaps in our
group 

policies, and it provides guidance on the best and most efficient way to close those gaps. It's like
having a specialist 

inside our network all the time, testing everything automatically, so we can continually
improve the security of our 

infrastructure.”

Test against emergent threats

“Cymulate continuously updates the platform with assessments of emergent threats and vulnerabilities, so we
can test 

them against our EDR and understand how the control would respond if attacked.”

Prioritize vulnerabilities with validation

“We integrated Cymulate with our vulnerability management to validate each vulnerability and understand if
there are 

compensating controls in place protecting us. It helps us focus and prioritize the high-risk
vulnerabilities that are 

exploitable in our environment.”

Benefits

The Cymulate platform provides Banco PAN with these additional benefits:

3 Increased SecOps efficiency — After a Cymulate assessment, the SecOps team utilizes easy-to-digest remediation


guidance to fine-tune its security controls. With the push of a button, the SecOps team automatically re-runs the


assessment to validate its activities. The team works independently without waiting for a red team to re-run


assessments for them, saving significant time and resources.�

3 Near real-time feedback — The security team can make data-based decisions regarding Banco PAN’s security
based 

on the immediate feedback and insights it receives from the Cymulate assessments.�

3 Compliance assurance — The team uses Cymulate to assess and demonstrate compliance with various
cybersecurity 

standards and regulations while also ensuring adherence to the banking industry’s best practices.

About Cymulate

Cymulate, the leader in exposure management and security validation, provides the single source of truth for threat exposure and the actions required to close 

security gaps before attackers can exploit them. More than 500 customers worldwide rely on the Cymulate platform to baseline their security posture and 

strengthen cyber resilience with continuous discovery, validation, prioritization, and guided remediation of security weaknesses. Cymulate automates advanced 

offensive security testing to validate controls, threats, and attack paths. As an open platform, Cymulate integrates with existing security and IT infrastructure 

and drives the workflows of the exposure management process. For more information, visit .  www.cymulate.com

https://cymulate.com/

